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O @ Privacy Protection =

desioned to protect
malware

WARNING! e ) Help & Support

Privacy Protection has found 31

useless and UNWANTED files on your computer!
®)s Home Page

Information on removal 1cluding autostar
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/. Full PC Scan gessseeens dangerous flles were found on your System during the Iast some seftings
scan!
" Pri K Itis strongly recommended that you remove them immediately

rnva eepl

é Y P * Serigus threats were detected
&l o » 28 lems are critical privacy compromiging content
=~ Firewall ,

»

¥ Update Settir

Potential risks: < Al L Vi A,

q, » Exposure of your private data, including cradit card information, etc (den file transfer to remole host has been detected
» Slow web-surfing and malware downloads while visiting websites
r Windows running slow and system crashes action has detected a leak of your filas though
We strongly recommend that you block the
: palately
QWammg Activation is highly recommended Activate Now

Your PC might be at risk.
Activate the software to protect F

IR Nk LEIEAgog * Remote host transfer IP: 43.111.238.84
» Remote user computer name MAINUSER-PC

» Username lain User
’ 150.158.237.91
&9 Security Warning!
Malicious program has been detected.

Click here to protect your computer, Block attack Aliow




Two of the biggest Telco in Indonesia got
Hacked at the same day

O] Instagram

FUCK TELKOMNYET!

http://www.telkomsel.com r__]

O

X

'camu feloh menyuaro|<c|n ] haﬁ |<ami

@

== arena.indosatooredoo.com [ (

PAHLAWAN_KESIANGAN

Ngerasain kan Gimana Kena Hack? ~~=~=~~vmssssssoss

TETAP GANTENG AJA MIN, RA USAH SALING SINDIR.
SESAMA PROVIDER SALING SUPPORT Ae, tanPa KALIAN kita bisa APA? :(:(:(

tanpa internet, langsung merana . kasian jomblo yang kesepian . yakan yakan? :(

##ZHAYO NGAKU HAYOO NGAKU :p :P###

SALAM GANTENG AJA MIN hehehehhehe :P

R R SUIBUTer SAKITIR *R*a*ararararaiy
IndoXploit - Sanjungan Jiwa - JloYal

LSTe
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Tiket.com Hacked?

HACKER RENMAJA
INI SUKSES BOBO
SITUS R
TIKET.COM

DI SERVER

CITILINK, \
KERUGIAN
DITAKSIR RP 4,1
MILIAR




“Sinkronisasi Token” and Malware trying to
spoof destination account

'. Bank Mandiri -
< CnH

T Apps My Tdl 2 khkBCA Indwidual
ib.bankmandiri.co.id

Identty not verified

Intemet B x

ttps//ib.bankmandiri.co.id

4 PT. BANK MANDIRI (PER

Connection

ﬂ The identity of PT. BANK MANDIRI (PERSERQ)

TBK. at Jakarta, Jakarta ID has been verified by
Symantec Class 3EVSSLSGC CA-G2 and is
publcly audnable

The site is using outdated security settings that
may prevent future versions of Chrome from
being able to safely access o

Your connection to ib.bankmandin.co.id is
encrypted with 128-bit encryption

The connection uses TLS 1.0, Sinkronisasi Token PIN Mandiri

The connection 1s encrypted using RCA_128 3
with SHAL for message authentication and RSA S ahcada E 00942483

as the key exchange mechanism Masukkan 'PIN Mandin' untuk
Konfirmasl (Metode APPLT 1)

Guna @ untuk aktivasi

The server does not support the TLS
renegotiation extension.

Site information
You first vissted this site on Dec 4, 2014

LANJUTKAN
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Hundreds of Government sites aren’t Secured

hitp:/fwww. lemhannas. go.idfindex_hack,html

2| Terbanyak Dikunjungi @) Perkenalan Berita Terbaru All About Karyawan K Unilever Indonesia - c... [E3 Facebook

root@I Oc4lh34rtz ~ S ./ngaco

google mau di block,
youtube mau di block
lah kunkulum 2K 13 kan butuh google buat can maten,
nanti gumana dong pak? mau tambah bobrok otak e?
terus youtube mau di block, anak negn banyak yang berbakat kalo kita liat disana
masa mau di block. nanti kita jadi bahan lelucon negn tetangga loh mas wkwkwkwk
jen cuma | sisi mikimya,
intemet tidak negativ,
pemakainya lah yang bisa membuatnya negative
bukan blokir solusinya, tapi perbaiki moral penggunanyaaa. (y)
#hanya mengingatkan pak, saya tidak merusak data" anda aman, file anda aman. saya hanya upload file saja . tidak ada virus
hehehe
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Hacked website by Blackhat group

. www.langaitz.com/bannerrak/inde:
. http://emeralda-golfclub.com/system.
. http://www.suplemengki.com/stampe
. http://pjinformatics.com/About-Us.hti
. http://ciptakarya.pu.go.id/v3/search.p
. www.ibighit.com

. http://divine-order.cba.pl/

. http://www.bentleyscafe.co.uk/news/
. http://izumino.jp/Security/analyze/26«
. http://www.kopditswastiastu.co.id/inc
. http://www.clinicasdeconduccion.com
. http://breukelaar-brands.nl/index.phg
. http://thelclub.com.br/editor/images/
. http://marc.info/?I=horde-commits&n
. http://szkolachelmce.pl/var.php

. http://daycare.starsphere.jp/

. http://kaschkonzept.de/

. http://www.hack-mirror.com/mirror_:
. http://pdb.ma-mifa.sch.id/

. http://digilib.stainponorogo.ac.id/files
. http://www.methodist2mdn.sch.id/An
. http://thewaster.com/x.php

. http://www.elicadavlumbaz.com/E.ph
. http://otomas.co.id/login.php

. https://www.defacer.id/2221.html

. http://pokemongonobrasil.com/

. Site : http://adomahangom.hu/Qs.phg
. Site : http://awm-hungary.com/Qs.phj
. Site : http://azorr.hu/Qs.php Defaced
. Site : http://babparavan.hu/Qs.php De
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9.
: http://party.fish/ys.pnp ver
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http://bakman.hu/Os.oho Defaced !
http://beasmink. 60. Site : http://profieskuvo.hu/Qs.php Defaced !

http://beaszalon, % :
heteelbolcsodes: 61. Site : http://saltstack.hu/Qs.php Defaced !

http://botiteamk  02. Site : http://sesg.h/Qs.php Defaced !
http://chrys.hu/C 63, Site : http://slackware.hu/Qs.php Defaced !
http//codefactor e Gite : http://szentendreitelek.hu/Qs.php Defaced !

http://compassw
http://cursorinsiy  65. Site : http://szentpeterfa-alapitvany.com/Qs.php Defaced !

http://edentars.r 66_Site : http://szombathely.hu/Qs.php Defaced !
http://electro-he

http://evotrend.t  ©7- Site I http://szombathelyizsidohitkozseg.hu/Qs.php Defaced !
http://fedoracorr  68. Site : http://tomsymon.com/Qs.php Defaced !

http://feketesapk o ;
http://fruttanatu 69. Site : http://travelgoo.hu/Qs.php Defaced !

http://fussteis.he  70. Site : http://ungvarikft.hu/Qs.php Defaced !
http://gleams.hu 71 _ Sjte : http://unicornis97.hu/Qs.php Defaced !

http: hu/t
hﬁﬁfﬁﬂﬁlﬁi,’;‘fn’ 72. Site : http://vday.hu/Qs.php Defaced !

http://iseum.con 73, Site : http://vinfo.hu/Qs.php Defaced !

http://kacsa.hu/( A l
http://kolyokruh: 74. Site : http://vitorlas.com/Qs.php Defaced !

http://miellqualit 79. http://www.oyunoloji.tk/
hitp://motorordc 76, http://numismaticaxxl.altervista.org/blog/

EEEEZ:Z;?ZE?& 77. http://www.gherardovitalirosati.it/IMG/html/index.htmi

http://nyeregben 78. http://marcrenaud.me/wp-content/ubh/

http://oladplato.| = httgcg({w_dwp-grupo,com/




Half of Internet Down in 2016

DDoS attack that disrupted internet was
largest of its kind in history, experts say

Dyn, the victim of last week’s denial of service attack, said it was orchestrated
using a weapon called the Mirai botnet as the ‘primary source of malicious attack’

Dyn estimated that the attack had involved '100,000 malicious endpoints’, and the company said there had been
reports of an extraordinary attack strength of 1.2 terabits (1,200 gigabytes) per second. Photograph: Alamy

The cyber-attack that brought down much of America’s internet last week was
caused by a new weapon called the Mirai botnet and was likely the largest of its
kind in history, experts said.

The victim was the servers of Dyn, a company that controls much of the internet’s
domain name system (DNS) infrastructure. It was hit on 21 October and remained
under sustained assault for most of the day, bringing down sites including
Twitter, the Guardian, Netflix, Reddit, CNN and many others in Europe and the
US.
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Is This a Hacker?
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All activities should
be anonymous
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Bothet Command and Control

lolE] 5 |

wiE

O Blackhole? CTATMCTHKA it BE3OMACHOCTb HACTPOIKN Beitm <[]

Knama: Crypt.im - CepeuMc KpUnToBKy iframe fjavascript koaa.

Pei
Pexnatta: Cepeic Kap AOHEHOS - AOMEHHBIE 30Hb! .com, .net 1 TA. Liena 58 /W, mmansroi saas o1 5 D

AsToobHosnerve: 10 cek. II]

Hayano: Koreu:

CTATUCTHKA 3ATPY3KM 1 %

Java Pack > .82 G
3ABECH MEPHOA 11.74% & 63 8182
= 3 PDF LIBTIFF > 2 15.53 @@

752 el 673 xocTel 77 zareyzn @ NPOEWB &

— W FLASH > 1 130 @

Y MDAC > 1 130 @

3A CErogHA 1 1 .74%
752 xutul 673 xocTl 77 zareyzkun NPOEWE TS ith S

Lo @ MsE > 475 24 % 10.93 @

@ Firefox > 247 236 31 13.19 @
ocC XNUTb XOCTbl 3ArPY3KM 1 % @ Chrome > 18 7 0 0.00
€) Windows 7 403 361 33 9.19 @ @ safari > 12 6 0 0.00

% Windows XP 221 201 33 16.34 @

@ Windows Vista 115 102 11 1089 @ CTPAHBI XWTBI  XOCTBIt 3ATPY3KH %
£7 Windows 2003 4 4 0 0.00 1% UnitedKingdom 408 390 51 13.18 @
A Linux 3 3 0 0.00 0§ Italy 249 249 25 0.2 @

& MacOS 6 2 0 0.00 == Netherlands 93 32 1 4.55 @

@

= United States 2 2 0 0.00
NOTOKH XWTbl 1 XOCTbl  3ATPY3KH %
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Advanced Persistent Threat (APT): The Uninvited Guest

How attackers remain in your network harvesting information and avoiding detection over time

1. INCURSION 2. DISCOVERY 3. CAPTURE 4. EXFILTRATION
Attachers breah o network by Once in, the attachers stay “low and slow™ 1o avoid detection Attachers access wngrotected Captured information is sent bach
using soCal engineering 10 deliver They then map the crganization’s defenses from the inside and systess and cagture information 1o atack team’'s home base for

targeied malwave 10 vuinerable over an extended period analysis and further expiofation

systes and people

Create 2 battie plan and deploy multiple parafiel kill chains to

eNAare SUCCess They may also install malware to fravd—or wocse

secretly acquire data or dorupt -
Oﬂhﬂm‘\
‘.: . .
TR
~

ATTACK METHODS
! * Soe il [ agimenring

& » 2ove-Day Winarahiiny




So, How to Protect?

Know Your Enemy, Know Yourself, And Victory is
Never in Doubt, not in a hundred battles
-Sun Tzu, The Art of War -







1. Conduct a Security
Assessment to measure
the Security Risks and
Maturity Level




2. Implement Layered
Security Protection

POLICIES,
PROCEDURES
& AWARENESS

PHYSICAL

PERIMETER




Layered Security Model
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Targeted Attack Landscape

Current Security System cannot guarantee to protect
you from ANY Attacks,
especially when you are TARGETED

@ In many cases, we also didn’t aware that

- they were attacked




3. Implement Monitoring TEAM

SOC will provide Visibility, and Security
Precaution for our business




Common Mistakes on Security
Implementation
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CyberSecurity is a SHARED RESPONSIBILITY,

And it boils down to this: In CyberSecurity,
THE MORE SYSTEMS WE SECURE, THE
MORE SECURE WE ALL ARE

- Jen Johnson -
(Secretary of Homeland Security)

o : , A |
5‘;‘ Indonesia Honeynet Project
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