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Protect Your Online Business



Who Am I

3x	Indonesia	Cyber	Defense	
Competition	Winner	+	

DoD Cyber	Security	Team
Programmer	and	
System	Integrator

Singer	
Wannabe
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Two of the biggest Telco in Indonesia got 
Hacked at the same day



Tiket.com Hacked?



“Sinkronisasi Token” and Malware trying to 
spoof destination account



Hundreds of Government sites aren’t Secured



Hacked website by Blackhat group



Half of Internet Down in 2016



Is This a Hacker ?



All	activities	should	
be	anonymous

They	are	around	us..





Botnet Command and Control 





So, How to Protect? 
Know Your Enemy, Know Yourself, And Victory is 

Never in Doubt, not in a hundred battles 
- Sun	Tzu,	The	Art	of	War	-





1. Conduct a Security 
Assessment to measure 
the Security Risks and 

Maturity Level
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2. Implement Layered 
Security Protection



Layered Security Model



Targeted Attack Landscape

IT	Infrastructure
Targeted	Attack

Current	Security	System	cannot	guarantee	to	protect	
you	from	ANY	Attacks,	

especially	when	you	are	TARGETED

In	many	cases,	we	also	didn’t	aware	that	
they	were	attacked



IT	Infrastructure

Security	Operation	Center	

SOC	will	provide	Visibility,	and	Security	
Precaution	for	our	business

3.	Implement	Monitoring	TEAM



Common Mistakes on Security 
Implementation



CyberSecurity is	a	SHARED	RESPONSIBILITY,	
And	it	boils	down	to	this:	In	CyberSecurity,	
THE	MORE	SYSTEMS	WE	SECURE,	THE	

MORE	SECURE	WE	ALL	ARE

- Jen	Johnson	-
(Secretary	of	Homeland	Security)




