Big Data Analytics — Discovering New Security Threats
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» Kriminal Mabes Polri telah menyelesaikan penyidikan

1a kali terungkap pada Oktober 2011, kini kasus itu siap
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rerusahaan content provider), WM dari PT Mediaplay
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LOG = PUZZLE

Every log is one piece of the puzzle,
SIEM integrates them all to provide

THE BIG PICTURE
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DATA ALWAYS GROW

DATA Never Decrease !!!




COMBINE BIG DATA and SIEM
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COMBINE BIG DATA and SIEM
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So Many Devices, so Many Logs




LOG PARSING
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Correlating Events

. DMZ Firewall Web Proxy BOBPC1
DRecnal Wehsite “ 10.90.0.1 10.90.0.50 . 10.100.23.53
a.4.4.4 ) ..
v

Connection on TCP port 80 — src: 10.90.0.50 dst: 4.4.4.4 state: ACCEPTED BRoberts

% HTTP Client GET — http://somebadwebsite.org/878732/asbss.exe

L
%SEC-6-IPACCESSLOGP: list ACL-IPv4-E0/0-IN permitted tcp 10.100.23.53(38231) -> 10.90.0.50(3129), 1 packet

-
Lease for 10.100.23.53 Assigned to BOBPC1 - MAC:AE:00:AE:10:F8:D6 ..«

M
Authentication Package: MICROSOFT_AUTHENTICATION_PACKAGE_V1_0

e
Logon Account: BRoberts Source Workstation: BOBPC1 Error Code: Oxc0000064

Client: DAVEPC3 - Successfully Removed - C:\Windows\Temp\asbss.dll — Reason: Win32/
RATProxyDLL18

“Bob’s Machine was compromised by asbss.exe which originated from a malicious website, this malware
then used Bobs account to try and infect DAVEPC3, but antivirus caught it. Bob’s machine ‘BOBPC1’ is likely AntiVirus
still compromised however. We Should block the malicious domain and sanitize’s Bob’s workstation, ASAP.” Controller




Sentinel Dashboard
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Sentinel Dashboard

“ Netnsoﬂumr 0 e ® 0 e e o acveke | Help | Ascet | Applicasces | Log Owt m Ten
Cobection  Storage  Rowang  Usevs Searon Setup Downbosds Plugains

ry——

All Alerts whenever (20) ©
n Criteria:  Shared: PRIVATE
Search Targets locabhost
Wherever
(&) Owner by State Owner by Pricrity
. ! S L TR A ANrpevel YL reghsespeitne vewiD
nNone I Low Meaum B Hgh I Urgent
Z Qwner by Severity L
0 o : i
oo i 1 P sywi LY vewt >y w1 aetyre poval highsespienitng vewin
Hew Il Acksowied pad Ohorsed 0 W 2 W) ma WS
aomin N aomi aler, | per. Nooe B Low Medi Hoh
Bhign. I vew. New I Achn. Clos. I Unga. 0 M1 2 s W4 WS -
Ccharnm




~

{
=

=
t
(C
S
-
<
-
©
Q
—

uLoIlmd

)
is |

“SIEM




