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Security

« Network security
« Host / computer security
« Application security



Potensi Lubang Keamanan
Network

Security Holes

sniffed, . System (OS) / host
attacked . Network
. Applications (db)
Network
sniffed, flood, Network
attacked sniffed,

attacked

Malware
Virus
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Applications
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HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STILL THERE?
IF S0, REPLY 'PGmTo (6 LETTERS).

2014 Issues 3
ﬁ

Bashbug

Heartbleed

® OO0 masscan — sh — 35x9

sh-3.2% env x='() { :;}; echo vulne
rable' sh -c "echo this i1s a test"

vulnerable 7?

this is a test

S h 3 2 s 'Fsomﬁxa?%%
O
[
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SSL Heartbeat

SERVER, ARE YOU STiLL THERE?
IF 50, REPLY *POTRTO" (6 LETTERS).

)

ser Meg wants these 6 letters: POTATO.
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Meg wants these 6 letters: POTATO.

O

O
e .°
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pse 4 letters: BIRD.
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SERVER, ARE YOU STILL. THERE? 2 :
FSOREPIX .mr,(swm Meg wants these 500 letters: HAT.

/

Meg wants these 500 letters: HAT.
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Bashbug

® O O masscan — sh — 35x9

sh-3.2% env x='() { ::;}; echo vulne
rable' sh -c "echo this i1s a test"
vulnerable

this 1s a test

sh-3.2%

207 BR - Software Security 4



Bursa Singapurazoi
Terganggu

Perdagangan di bursa
saharﬁ%r Singapura sempa’i

m oftware
n ; B .‘; .t:z‘}r},:;i A M".#Qéﬁ*.fm.k : ’f* w % R R TR s P o

g

,"'A ' -.
LR A
i "*'.-;., 1
{0 S
RO B
5 N 4, 5
:’ H B EE
£ /
Cpn =y |



Mengapa Software Penting?

» Berbagai perangkat / layanan
bergantung pada software
— Perangkat bisnis (ATM, e-commerce)
— Alat komunikasi
— Peralatan medis
— Transportasi modern
— Peralatan elektronik rumah tangga



Konsekuensi Kegagalan

Kerugian tangible & intangible

Reputasi rusak & kepercayaan
customer hilang

Berakibat fatal bila operasionalnya
terganggu

Kerugian produktivitas



Apple iOS 7 bug

static 0SStatus

SSLVerifySignedServerKeyExchange(SSLContext *ctx, bool isRsa, SSLBuffer signedParams,

uint8_t *signature, UIntl6 signaturelLen)

{
0SStatus err;

if ((err = SSLHashSHAl.update(&hashCtx, &serverRandom)) != @)
goto fail;

if ((err = SSLHashSHAl.update(&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

if ((err = SSLHashSHAl.final(&hashCtx, &hashOut)) != 0)
goto fail;

fail:
SSLFreeBuffer(&signedHashes);
SSLFreeBuffer(&hashCtx);
return err;

}
Failed to check SSL: goto bug
Must upgrade to I0S 7.0.6
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Statistik Software Vulnerabilities

2017
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Total vulnerabilities reported
(1995-2002): 9,162

Total vulnerabilities

Years

y

“Processes for Producing Secure Software”,
IEEE Security & Privacy, May/June 2004
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Sumber Masalah Keamanan
Software

« Connectivity
— Software terhubung ke mana-mana
« Extensibility

— Software dapat diubah meskipun sudah
dipasang dan digunakan (deployed)

« Complexity
— Software semakin kompleks



Connectivity
Software terhubung ke mana-mana

Dahvulu Sekarang

« Software berdirisendiri  « Software terhubung ke
(standalone) Internet (ATM, e-

» Potensi serangan commerce)
dilakukan secara fisik — SCADA bisa diakses
sqja melalui Internet

« Potensi serangan
datang dari manao-
mMmana



Extensibility

e Software deQT diubah X
m es ki p U N S U d G h Automatic Updates |
dipasang dan digunakan
de I O e d Windows can reqularly check For important updates and install them For you,
(
. o e (Tlthr:’ig;geofli: s.qtulﬁa;'psrtg:;}pdztﬁ:rrr;ayd:tlégn)'natically update Windows Update
* D I U b O h S O m b I | J O | O n ;%w does Aut,omatic UDdZtes worll:?i '
d F I TU r YO ﬂ g b e | U m O d G {*" Automatic (recommended)
d q p q :I- d I k em b an g ko N f;;%rzta;c:m ciir?:zglilotii rrne:commended updates for my
ngbll JO'On |Everyday L] at |18:00 _'_l
i AU TO U p d a Te " Download updates fFor me, but let me choose when ta install them.
° A p p I eT , p I U g —i n, ... " Notify me but don't automatically download or install them.
° Tre N d ke d e p an " Turn off Automatic Updates.
(J A\/ A' . N ET) ma k| N b| SO :gz; tcgsmrp:;tjra :ls;ll be more vulnerable unless you install
d | ke m b an g kQ N Install updates from the Windows Update Web site.
i M d "Cio UsS eXTe N Sio N b iS ad Offer updates again that I've previously hidden

Mmasuk ke sistem

oK Cancel Apply
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Complexity

Software Semakin Kompleks

o . . Operati Y Lines Of
— Dihitung dari jumlah Systom. B Codes
bCII’IS (LlﬂeS Of COde) Windows 3.1 1990 3 milion
° Trennyg GkCIﬂ mokin Windows NT 1996 4 milion
Terus ﬂCI”( Windows 95 1997 15 milion
. Windows NT 4.0 | 1998 16.5 milion
— §emo|<m bqnydk Windows 98 1999 18 milion
jumlah baris: Windows NT | 2000 20 milion
. : .| 5.0/2K beta
«  makin meningkat potensi
eblian milion
Debian GNU/ | 2000 55 mill
lubang keamanan Linux 2.2
« makin banyak insiden Windows 2000 | 2000 35 milion
Windows XP 2001 40 milion
Red Hat 7.1 2007 50 milion
Windows Vista 2007 50 milion
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Pihak Terlibat Dalam
Software Security

Developer

beda sudut pandang antara

Developer dan Security Engineer:

Build vs. Break

Pandangan developer

terhadap security:

asumsi bahwa firewall
akan melindungi

terlalu percaya pada
kriptografi

memeriksa produk
setelah jadi

Pandangan security engineer
terhadap development:

tidak memahami metoda attack
dan toolnya

tidak bisa melindungi aplikasi
dari attack secara umum

selalu mengulang kesalahan
coding

terlalu fokus ke spesifikasi

BR - Software Security

bekerja sama dengan:

Solution Architects &
System Administrators

Berkontribusi terhadap
software security lewat:

mengadopsi best-practice

bagi application security
development

mengetahui posisi security
vulnerability dan bagaimana
mengatasinya

menggunakan secure
programming techniques
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Software Security:
when & where

Analysis

Design

All Stages

Development

7

Security must be
considered at ...

N

Deployment

Network

All layers

Application

BR - Software Security
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Start the Security Process

Security Software Secure
Requirement Engineering Software

Membangun software/aplikasi yang tetap berperilaku normal
ketika ada serangan

Aspek dasar security:

Confidentiality
Integrity
Availability

Perbedaan mendasar Software Safety dan Software Security:

Software Security mempertimbangan keberadaan aktor yang
melakukan serangan

2017 BR - Software Security
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Sotware Engineering Evolution

Conventional Misuse Abuse Attack
Software Engineering Cases Cases Cases

( )

* Design Bagaimana memastikan

* Design Verification bahwa software tidak melakukan

* Coding Testing hal-hal lain yang tidak diinginkan???
\_ W

-

Semua langkah ditujukan

untuk menguji bahwa software Bagaimana mengidentifikasi
melakukan semua hal resiko keamanan software
yang diinginkan pengembang dan melakukan mitigasi?
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Secure Software Development Life
Cycle (SSDLC)

Operation Security requirements
and maintenance and analysis

Secure software
development life cycle

Security

Testing design

security

Implementing
security

Source: www.computer.org
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Security Framework: SD3

Secure by Default

Secure by Design

Secure in Deployment

secure architecture & code
threat analysis

vulnerability reduction

attack surface area reduced
unused features turned off by default

minimum privileges used

Protection: detect, defend, recover, manage
Process: how to guides, architecture guides

People: training

Sumber : MSDN (Microsoft Developer Network)



Security Throughout Project Life Cycle

Principles Attack patterns Rules
[ \ / /]
Security / External St atic Penetratlon
requirements | review ,' anal testlng
| / ang y5|s
o X /
Abuse | / Risk ' \
cases \

(tools)
|  Risk-based
| ,c' analysis -.l

securlty tests
l

analysw Security
J/ “ breaks

Requirements Demgk,ﬁ est
and use cases

Code A / Field
/ plans reTseusltt . / feedback
. | n‘|" “'/.
Guudelmes Historical risks Vulnerabilities || Exploits
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____________

]
Security |

: External Static Penetration
: requirements| rev\iew analysis testing
1 Abuse \ : Risk \ Risk-based (xaols) Risk ‘
: cases \ : analysis .\ security tests | analysis l Sgr(el;r'i(ts)/
BN IVANRT N /
| | . || || || | |
| Requirements \ Design Test Code Test Field
1and use cases I plans results feedback
Mendefinisikan
. . Mengembangkan model
lingkungan security dan
. ancaman/serangan
obyektif

Example: Example:
A Client-Server cati

Client-Server application denity the

3 Hijacking
Retrieve password TCP connections

I
///7\ AND

Modify Eavesd Cuess Get password | | DoS attack ID spoofin
password database vesdiop password from target | | on target's PC pooting
Root shell Sniff Looking ,

- Blackmail
on the server communication | | over shoulder

2017
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Security
Requirement

[ )

Mensosialisasikan
kebijakan security

&

Example:

J

To use the presence or instant messaging
services, users must be authenticated.
Messages mustn 't be tampered with.
The message sender should be properly
authenticated.

Presence information shouldn’t be
tampered with.

The subscriber database’s privacy
should be guaranteed.

Message sending should be time-stamped
security — if user A sends a message at
time t to B, he can 't modify the message
so that B thinks it was sent at time t .
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Security Requirement

 How to describe
— Using natural language
— Using diagrams

« Assignment

— Create a security requirement for
 infernet banking web-based application
« Sistem informasi kepegawaian



Contoh Security Requirements

Users must authenticate¢ [s anonymous access

allowedz¢ Is concurent access allowed?

Password

— Lengthe Strengthe

— Aginge (History?)

— Failed attempts locked oute How many times¢ How
to unlocke

— Must be shown with asterisks (*)

Is concurrent access allowede

Changes must be loggead

Audit log must provide enough data for forensic

Data in fransit, in process, in storage must be
encrypted



||||||||| Static Penetration S e Cu I e
IGV\IGW S testing

))))))))

|||||||||||||||||

A \ Risk | Riske | Risk _ Py
cases \ analysis | security tests | analysis ‘ Security
\ I“ ! \ | | e o wa re e s I n
Voo - .
I\ \ / \ | l / \ | /
L Y 1 Y Y 1 Y lf
| L ] || |
Requirerhents I:)esig Test Code Test Field
ases -=-  plans  results feedback

e Architectural Issues

— Jika disain arsitektur software sudah
memiliki lubang keamanan, maka
Implementasi tidak mengubah hal
tersebut.

— Analogi: bangunan yang didesain tanpa
dinding di bagian belakang



Design Review

Security ! External : Static Penetration
requirements : review 1 analysis testing
1 | (tools)
Abuse 1 Risk Risklbased Risk ;
cases 1 analysis Secullity tests analysis Security
1 breaks
IRVAY \ /
1
L ! [ 1L [ 1L i
| | j || | I || ||
Requirements I Design Test ! Code Test Field
and use cases ! plans : results feedback

Contoh review terhadap desain: Software
development by Example, IEEE Security &
Privacy, July/August 2005

2017

<<secure links >> <<data security>>
Instant messaging

I_L|

{integrity=message,
nickname, channel}

{secrecy=userDatabase}
{integrity=channel}

<<send>>
<<integrity>>

<<critical>>
Instant Messager

<<critical>>
Fowarder

+message
+nickname of the other user

-userDatabase
-channels with users

-channel with server

+sendMessage()
+receiveMessage()

+forwardMessage(in message)
-isLoggedOn(): boolean

Sender Server:Forwarder
:InstantMessager
message
and
@) recipilent's
nickname

Write
message

Recipient
:InstantMessager

Check sender
is logged in

yes

is logged in

yes
no

message
and
sender's

nickname .
Receive
message

O

Pico client

Instant
message

<<Internet>>

Pico server

Forwarding
center
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Contoh Security Design

 Requirement

— Pengguna fidak boleh login dari dua (2)

tempat yang berbeda (parallel/concurrent

ogin)

« Ada skenario pengujian login dari 2 IP yang
berbeda pada saat yang bersamaan

« Bagaimana caranyae Manuale Otomatise

 Desain kendali

— Cookies + nomor IP + jenis browser + identitas
komputer lainnya

— Pemberitahuan (dan pencatatan) kejadian




Implementasi: Secure Coding

 Menentukan hasil dari implementasi

— Analogi : Dinding yang dibangun dengan
batu bata (beton) akan berbeda dengan
tripleks (bedeng)

— Ada beberapa tools yang dapat digunakan
untuk menguji (static analysis tools)



Secure Code

« Static analysis

— Melakuan analisis terhadap source code
» Bergantung kepada bahasa yang digunakan
* Masih dibutuhkan banyak penelitian

 Dynamic analysis
— Menjalankan software dan kemudian

melakukan analisis keamanan
* Melihat isi memory



2017

Risk

Security r--------- External Static r------ -Penetration
requirements i rieview a(rtflglil)si ! testing A I o
e anayes || SR s | na ySIS
AN AN N S B
Requirements Design i Test Code i Test | Field
and use cases | i plans .l_r_e_stjlt_s__: feedback
/ 7] Technical Measureﬁ
Identify the [ /expertise and report
1 business risks | [ | 2] 5]
Understand | |Artifact analysis »| Synthesize Define the
the business e s e and prioritize risk mitigation
context E the risks strategy
Identify the
technical risks
Artifact analysis \
" B 7 6
Initiate Validation loop Validate Fix
impg)r::)\ffeerimsen . > the artifacts |« the artifacts
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External
review

Security
requirements

Abuse Risk

) Risk-based
cases analysis security tests
|

|

Static
analysis
(tools)

Penetration
Testing

] 1
! Penetration !
1 testing !
| i

!

Riski_ _ __ L _\_
analysis

\

Security
breaks

/

R

I I | l I
Requirements Design Test Code Test Field
and use cases plans results feedback
*  High level overview of the test cases
Building a test plan *  How explanatory testing will be conducted
»  Which component will be tested

1

«  Dependency testing

Executing test cases

«  User interface testing

« Design testing

4

« Implementation testing

e  Reproduction steps

Reporting

e Severity

«  Exploit scenarios

Source: Application Penetration Testing, IEEE Security & Privacy, Jan/Feb 2005

2017
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"Improving the Security of Your
Site by Breaking Into it”

(Dan Farmer/Wietse Venema, 1993)
http://www.fish.com/security/admin-guide-to-cracking.html



Blackbox vs. Whitebox

Blackbox Whitebox

« Tidak ada pengetahuan .
awal mengenai sistem
yang akan diuiji.

* Penguji menentukan dulu
lokasi dan coverage
target.

« Menguiji berbasis input
dan output sgja

— Tanpa source code

— Memberikan input yang
tidak lazim

Diberi pengetahuan

lengkap mengenai sistem

yang akan diuiji

Mencari lubang

keamanan dengan

menelusuri program

— Dengan source code

— ldentifikasi programming
error

— Mencari kelemahan
(algoritma dan teknik
implementasi)



Top Software Security Flaws

{ Buffer Overflow }

{ Input validation bugs J

[ Race condition J




Penutup

« Keamanan perangkat lunak (software
security) masih merupakan bidang
yang baru

« Akan lebih banyak masalah terkait
dengan software security

« Kemampuan mengembangkan
software yang aman sangat
dibutuhkan



