
Distributed Denial-of-Service 
(DDoS) Attacks: An Economic Perspective 



What Is DoS? 
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When you type a URL for a particular website into your browser, you 
are sending a request to that site's computer server to view the page. 
The server can only process a certain number of requests at once, so 
if an attacker overloads the server with requests, it can't process your 
request. This is a "denial of service“, also known as DoS, because you 
can't access that site. 

It attempts to  
•  Make a computer resource unavailable to its intended users 
•  Prevents an Internet site or service from functioning   efficiently 

or at all, temporarily or indefinitely 



What Is DDoS? 
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DDoS à	
  Distributed Denial-of-Service (DoS) Attack 
By taking advantage of security vulnerabilities or weaknesses, an 
attacker could take control of your computer. He or she could then 
force your computer to send huge amounts of data to a website. The 
attack is "distributed" because the attacker is using multiple 
computers, including yours, to launch the denial-of-service attack. 



History  
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1980� 2000�1990� 2016�

November 1988 
Arguably the first worm and 
first DDoS “attack,” the 
Robert Morris Worm 
unintentionally wreaks havoc 
on the nascent Internet �

February 2000  
DDoS attacks shut 
down Yahoo, eBay and 
Amazon �

July 2001   
Code Red worm attacks a list of 
IP addresses, including the Web 
site for the U.S. White House �

April-May 2007   
Series of DDoS attacks against 
Estonian targets suggest 
political motivation �

May 2013 
Spamhaus suffer the largest 
DDoS attack to date, which 
generated traffic volumes of 
300G bps 

June 2009    
Iranian election protests 
trigger DDoS attacks 
against Iran’s 
government �

July 2009    
Series of DDoS attacks target U.S. 
government sites including the White House, 
Department of Transportation, Federal Trade 
Commission and Department of the Treasury �

August 2009    
Social networking sites, including Twitter and 
Facebook, experience outages as collateral damage 
of DDoS attacks against a Russian blogger  �

October 2002    
DDoS flood disrupts 
service at nine of the 13 
DNS root servers  �

September 2016 
Kerbs tweets that his site was 
hit with a DDoS attack of 
665G bps. 

September 2016 
Internet service provider OVH 
in Europe tweets that his 
network was affected on Sept. 
20 by simultaneous DDoS 
attacks approaching 1T bps. 
The peak attacks came in at 
191G bps and 799G bps. 



DDoS Category 
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Network	
  Level	
  

TCP,	
  UDP,	
  ICMP	
  
Floods	
   Reflec/ve/Amplified	
  

DNS,	
  NTP,	
  SNMP,	
  
SSDP	
  Floods	
  

Fragmented	
  Packet	
  

Overlapping,	
  Missing,	
  
Too	
  Many	
  

Applica/on	
  Layer	
  
(L7)	
  

Repe<<ve	
  GET,	
  
Slowloris,	
  SlowRead	
  	
  	
  

Specially	
  CraBed	
  
Packet	
  

Stack,	
  Protocol,	
  
Buffer	
  

Volume	
  

Sophis/ca/on	
  

us-­‐cert.gov	
  



Motives 
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Protest 

Extortion 

Flaunt 



Who Is the Target? 
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AIack	
  
Servers	
  

Bandwidth	
  
Exhaust	
  

DNS	
   Email	
  

AIack	
  
Infrastructure	
  



The Financial Impact 
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Direct Costs 

•  Loss of revenue 

•  Loss of productivity 

•  Personnel costs – IT operations/security teams 

•  Personnel costs – Help desk 

•  Specialized Consultants 

•  Customer credits/Service level agreement enforcement 

•  Legal/Compliance 

•  Public relations 

 



The Financial Impact 

Indirect Costs 

•  Damage to brand 

•  Customer loss 

•  Theft of vital data 

•  Opportunity cost 
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The Cost of DDoS Attack 

•  Frost & Sullivan, “Global DDoS Mitigation Market Research Report”, 

July 2014 

“For some financial and web-based business, DDoS attacks can result 

in millions of dollars of damages per hour.” 

•  Ponemon Institute, “Cyber security on the offense: A study of IT 

security experts”, November 2012 

“The average amount of downtime following a DDoS attack is 54 

minutes and the average cost for each minute of downtime is 

$22,000.” 
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The Cost of DDoS Attack 

•  IDC Research, “Breach Is a Foregone Conclusion: DDoS”, October 

2015 

“DDoS is no longer an annoyance threat. In fact, it hasn’t been for 

several years. There is real loss and real cost, and companies of 

all industries and sizes are vulnerable.” 
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DDoS Attack Cost Model 
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Company Profile: The company is an online retailer offering 

discounted name brand office furniture including chairs, desks, 

cabinets and artwork. They also offer bulk consumable office 

supplies and their current trailing 12-month revenue is 

$35,000,000. Their IT operations team consists of 4 engineers 

and they have a separate help desk staffed to receive calls 

from both internal employees and online customers. There are 

2 full time employees staffing the help desk at any given time. 



DDoS Attack Cost Model 
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Scenario: The company was the victim of a DDoS attack that 

resulted in a complete outage of their online store. Customers 

were not able to browse the store or complete purchases for 

the duration of the outage. 



DDoS Attack Cost Model 
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RoI: A Three Year Cost Analysis 

A comprehensive security survey of over 370 networking and 

security managers from more than 14 industries reported that 

respondents experienced a weighted average of 4.5 DDoS attacks 

per year and an average attack duration of 8.7 hours. 

 

SANS Institute 

“DDoS Attacks Advancing and Enduring”, February 2014 
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RoI: A Three Year Cost Analysis 
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Online	
  Retailer	
  DDoS	
  AJack	
  Cost	
  Analysis	
  

Single	
  incident	
  cost	
  (8	
  hour)	
  	
   $98,724	
  	
  

Es<mated	
  Three	
  year	
  cost	
   Single	
  incident	
  cost	
  x	
  13.5	
  =	
  $1,332,770	
  

Es<mated	
  Monthly	
  cost	
   $36,743	
  



THANK YOU 


