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EVENT RUNDOWN

Cyber Security Seminar
Tuesday, 16 Mei 2017

Time Seminar Topics and Speakers
08:00—-08:30 | 30’ | Event Registration, MC and Moderator by Abenx, Maxindo
08:30—-08:40 | 10’ | Opening Speech - Bpk. Marcelus Ardiwinata, Chief Operating Officer CBN

CBN-Swiss German University, MOU Signing Ceremony
08:40-08:50 | 10’ * |bu Dita Pangestiati, Chief Human Capital Officer CBN
* lbu Dr. rer. nat. Filiana Santoso, Rektor SGU
CBN-Indonesia Honeynet Project, MOU Signing Ceremony
08:50-09:00 | 10’ * |bu Dita Pangestiati, Chief Human Capital Officer CBN
* Charles Lim, Chapter Lead, Indonesia Honeynet Project
Sponsor Presentation:
09:00-09.15 | 1% )
Jamalul Izza, Chairman, APJII
09:15-10:00 | 45’ | Keynote Speaker — Cyber Security Awareness - Prof. Eko Indrajit
10:00 —10:15 | 15’ | Coffee Break
Sponsor Presentation: “DDoS Attack: An Economic Perspective”
10:15-10:30 | 15 . .
Anton Purba, Security Consultant, IT Jaringan
10:30-11:15 | 45’ | Is your company ready for Cyber Security Attack? - Charles Lim
11:15-12:00 | 60’ | Preparing your People and Process for ISO27001 - Kalpin E. Silaen
12:00-13:00 | 60’ | ISHOMA (Networking Lunch)
Sponsor Presentation: “Next Generation Security Platform”
13:00-13:30 | 30’ . . . .
Agustinus Tene, Solutions Architect, Palo Alto Networks Indonesia
13:30—-14:20 | 50’ | Software Security — Dr. Budi Rahardjo
14:20-15:10 | 50’ | Protecting your Online Business - Yohanes Syailendra
15:10 - 15:25 | 15’ | Coffee Break
15:25-16:15 | 50’ | Big Data Analytics — Discovering New Security Threats - Nahason Berlian
16:15-16:30 | 15’ | Wrap Up and Closing




Cyber Security Workshop
Wednesday-Friday, 17 — 19 Mei 2017

Day 1 (08.30-15.30) Wednesday | System Security and OWASP Top-5 Threats (Web App Sec)

System & Network Security (08.30 — 12.00) — Kalpin E. Silaen

* Network Threats

* Wireless Telecommunication Network Threats

* Wi-Fi Security Threats

* Demo: Attacking Internet Banking Through WiFi

OWASP Top-5 threats (13.00 — 15.30) — Kalpin E. Silaen

* Injection

* Broken Authentication and Session Management
* Cross-Site Scripting (XSS)

* Insecure Direct Object References

* Security Misconfiguration

* Enterprise Company Case Study

Requirements:
Laptop/PC with virtualization (RAM 4GB, HDD 300GB), VMware or VirtualPC already installed.

Day 2 (08.30-15.30) Thursday Security Incident Handling, Forensics and Malware Analysis

Security Incident Handling & Network Forensics (08.30 — 12.00) — Charles Lim

* Computer Security Incident handling Cycle
* CyberKill Chain

* Network Forensics

* (Case Study: OpenSOC

Requirements:
Laptop/PC (minimal RAM 4GB), VirtualBox or VMWare player, already installed.

Malware Analysis (13.00 — 15.30) — Yohanes Syailendra

* Introduction to Malicious Software (Malware)
* Static Analysis

* Dynamic Analysis

* Case Study: Analyzing Ransomware

Requirements:
Laptop/PC (minimal RAM 4GB), VirtualBox already installed.




Cyber Security Workshop
Wednesday-Friday, 17 — 19 Mei 2017

Day 3 (08.30-15.30) Friday Network Defense and Big Data Analysis

Network Security Defense (08.30 — 12.00) — Mario Marcello and Enrico Hugo

* Honeypots
* Analyzing DNS Traffic
* Case Study: DGA-based DNS traffic

Requirements:
1. Laptop/PC (minimal RAM 4GB)
2. VirtualBox, already installed.

Big Data Analysis (13.00 — 15.30) — Nahason Berlian and Enrico Hugo

* Introduction to Big Data
* Utilizing MapR and Hadoop
* (Case Study: Using Hadoop for DNS Analysis

Requirements:

Laptop with web browser and internet connection (internet connection provided already)
All participants will access cloud server (provided already)

Note:
* Workshop will have two times coffee break at 10:00-10:15 and 15:10-15:25 (15 minutes)
*  Workshop will have an ISHOMA at 12:00-13:00 (one hour, except Friday prayer)




